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During summer 2010, the U.S. Department of Health and Human Services issued proposed regulations implementing the changes to HIPAA that were contained in HITECH, the Health Information Technology for Economic and Clinical Health Act.  HITECH, a part of the 2009 economic stimulus bill, provided $19 billion in federal funding in support of health information technology initiatives.  In addition to the HITECH requirements, HHS also used the rulemaking opportunity to make necessary technical corrections and other non-HITECH related changes aimed at improving the workability and effectiveness of the current HIPAA rules.  This article will focus on some key aspects of the proposed regulations.  
Business Associates 

Perhaps the most significant changes included in the proposed regulations are global revisions that directly apply the requirements of the privacy and security rules to business associates.  HITECH requires that business associates comply with all HIPAA rules and requirements previously imposed only upon covered entities.  Also, in an attempt to exert some control over the flow of information downstream, subcontractors of business associate are now also subject to HIPAA, even if there is no business associate agreement in place between the business associate and the subcontractor.  In addition, the definition of business associate has now been expanded to include health information exchanges (entities that oversee and govern the exchange of health-related information), e-prescribing gateways and vendors of personal health records, such as Google health.  

PHI About Decedents

HHS also proposed significant changes to the way personal health information (PHI) about deceased individuals is treated.  Under the current privacy regulations, PHI about a decedent is generally treated the same as PHI about a living person, i.e., an authorization is required from the decedent's personal representative for any uses or disclosures other than for treatment, payment or health care operations.  However, HHS now proposes to exclude from the definition of PHI information about a person who has been deceased for more than 50 years.  If finalized, this would mean that PHI about a person deceased more than 50 years could be used or disclosed for any reason, without authorization.  The regulations also propose a new permissive disclosure to friends and family members of decedents who were involved in the decedent's care or payment for care prior to the decedent's death, unless such disclosure would be inconsistent with the prior expressed preference of the decedent (if known to the covered entity). 

Minimum Necessary

Under the current HIPAA privacy regulations, covered entities are required to limit their uses and disclosures of PHI to the minimum necessary to accomplish the intended purpose of the use, disclosure or request.  In order to expand this rather vague definition, the HITECH Act called upon HHS to issue guidance on the minimum necessary standard.  HHS has responded by calling for public comments to assist in the drafting of guidance on this important issue. 
In the meantime, however, HITECH directed covered entities seeking to comply with the minimum necessary rule to use or disclose only a limited data set of information, creating a safe harbor of sorts.  A limited data set is PHI that excludes certain direct identifiers, such as name, address, telephone number, social security number or account numbers.  HITECH also provided that, with respect to disclosures of PHI, the covered entity or business associate making the disclosure shall determine what constitutes the minimum necessary.  However, the leverage granted to providers in this situation is only temporary because the HITECH minimum necessary provisions sunset upon the issuance of final guidance.  It still remains to be seen exactly how HHS will interpret these provisions in its guidance document.   
Right to Request Privacy Protections for PHI

Under current law, individuals are entitled to request restrictions on uses and disclosures of their health information for treatment, payment and health care operations, but the covered entity is not necessarily required to agree to a requested restriction.  However, under HITECH, a covered entity must comply with a patient's request to restrict information if the information is to be sent to a health plan for payment or health care operations purposes and the patient paid out-of-pocket in full for the health care service involved (assuming the disclosure is not otherwise required by law).  
In the preamble to the proposed rule, HHS acknowledges the intent of the legislature in permitting patients to pay out-of-pocket for certain services in order to restrict the disclosure of that health information to health plans.  Taking it one step further, the proposed rule clarifies that covered entities are prohibited from requiring patients to pay out-of-pocket for all services in order to have any requested restriction honored.  By way of example, the preamble states:  “an individual who regularly visits the same provider for the treatment of both asthma and diabetes must be able to request, and have the provider honor, a restriction on the disclosure of diabetes-related treatment to the health plan as long as the individuals pays out of pocket for this care.  The provider cannot require that the individual apply the restriction to all care given by the provider and, as result, cannot require the individual to pay out of pocket for both the diabetes and asthma-related care in order to have the restriction on the diabetes care honored."  
A similar situation might arise in the case of a primary care provider who provides treatment for mental health in addition to treatment for other medical conditions.  Under HHS' interpretation, the primary care provider would be prohibited from requiring the patient to pay out-of-pocket for all services in order to restrict disclosures of only the mental health records, as long as the patient pays out-of-pocket for the mental health treatment.  Needless to say, this issue is rather complex and may be further complicated when prescription medications and pharmacies are involved.  As a result, HHS specifically solicited public comment on situations where this particular provision might prove excessively difficult or confusing to enforce.  

Notice of Privacy Practices

The proposed regulations set forth new requirements for the contents of the Notice of Privacy Practices, the document distributed to patients that details how a provider will use and disclose an individual's PHI.  HHS proposes to require that the Notice now contain a specific list of the types of uses and disclosures that require a patient authorization, such as use or disclosure of psychotherapy notes and in connection with marketing and fundraising activities.  In addition, in an attempt to alleviate any confusion about the use or disclosure of psychotherapy notes, covered entities would be required to explicitly state in the Notice that most uses and disclosures of psychotherapy notes require an authorization.  

NYSPA Comments

In response to the proposed regulations, NYSPA prepared and submitted comments that focused on the issue of psychotherapy notes.  NYSPA suggested that HHS provide additional guidance on the definition of the term psychotherapy notes and the exact interpretation of the phrase “separate from the rest of the medical record.”  Under the current privacy rules, it is unclear whether the term separate simply means on a separate sheet of paper in a paper chart, in a separate file in an electronic medical record, or maybe even on the same page as other non-psychotherapy note material, but in a clearly labeled, separate section.  
NYSPA pointed out that if a provider chooses not to separate psychotherapy notes from the rest of the clinical record, then psychotherapy notes do not exist for the purposes of HIPAA and no special protections would apply.  In that case, there would be no reason to specifically state in a Notice of Privacy Practices that psychotherapy notes may be used or disclosed only upon patient authorization since that provider does not maintain any psychotherapy notes in the first place.  
In the alternative, NYSPA suggested that HHS eliminate the "maintained separately" requirement and instead require providers to redact psychotherapy note material from records prior to disclosures for treatment, payment or health care operations.  Likewise, medical records containing psychotherapy notes that are not redacted could be used or disclosed only upon written authorization from the patient.  This approach would permit all patients to secure the privacy protections afforded by the psychotherapy notes exception regardless of the documentation approach of the provider while still promoting the full intent of the Privacy Rule and its special treatment of psychotherapy notes.  
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